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Internet





Cyber society

In today’s world, we depend on Internet at 
home, in school and at work place







Surface / Deep / Dark Web



Recent Incidents



Recent Incidents



Identity Theft - Incidents in India
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• Cyber Criminals are taking advantage of COVID-19 Pandemic to launch 
variety of attacks

• Exploiting the fear of Corona to trap the victims into Cyber Attacks

• This new trend of Cyber Attacks in the context of COVID-19 is termed as 

“Fearware”

You are a Victim!!

“Fearware”



Malware, Fraudulent Email and SMS



Fake Mobile Apps



Fake UPI Id 





Fake Vaccine Registration App





Covid19 related Fake Emails





Ask your self whether trusting “EVERYTHING”
in the Cyber World is safe or not ??



Major Online Risks and ThreatsMajor Online Risks and Threats

Virus Worms              Trojans

To Computer



What are cyber frauds ?

• Any unlawful activity where cyberspace is used as a tool, target or both.

• Credit card frauds
• Theft of Source Code

• Email Bombing

• Online gambling
• Hacking
• Email spoofing
• Forgery
• Defamation
• Data Diddling (Modification)

• Cyber terrorism 

• Denial of Service Attacks

• Salami Attacks

• Online gambling

• Cyber Pornography

• Virus, Worms, Trojan Attacks

• Cyber stalking 

• Phishing, Vishing, SMShing

• Intellectual Property crimes-
software piracy, copyright 
infringement, trademarks 
violations.



Under Information Technology Act during the year**
Year Cyber Crimes

2014 9622

2015 11592

Cyber Crime rate in INDIA

2016 12317

2017 21,796

2018 27,248

2019 59,807

Courtesy: Cert-in

**As per cyber crime data maintained by National Crime Records Bureau



Key areas to focus
 Identity
 Password
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Identity
 Identity Theft
 ATM Frauds
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Credit / Debit Card Data on Sale on 
Dark Web



ATM Frauds - Skimmers / Shimmers



Rogue POS Device



Rogue vs Genuine POS Device 



How much Secure are Aadhaar Servers?





Scared of Aadhar Misuse ???Aadhaar Misuse … Are you Scared ?



Scared of Aadhar Misuse ???Aadhaar Misuse … Are you Scared ?





Password
 Password Strength
 Password Attacks
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Use at least 8 characters
Use special characters 
Avoid using the words from dictionary
It must be easy to remember difficult to guess

Strong Password ? 

It must be easy to remember difficult to guess
Example of Pass phrase

I Love Working at CDAC Bangalore
Password: 1Lw@cdacB

How Secure is my Password ?



Shoulder Surfing F

Brute force attack H

Password Attacks  

E Dictionary attack

Password Clip



 Password should be DIFFERENT for each e-service 
 DO NOT SHARE Passwords / Passphrase / PIN / Pattern etc.
 CHANGE your secrets at regular intervals
 Check the password strength CAREFULLY

Password Tips to REMEMBER

Check the password strength CAREFULLY
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Mobile Security

• Mobile  Security 

• WhatsApp Security

• SIM Swap

• Wi-Fi Security

• Vishing

• SMShing

• Rogue Apps

• Payment Apps



Mobile Security Tips to REMEMBER

• Doing these simple tips with help keep your phone protected from
vulnerabilities

• Set Password Protection for Important Apps
• Update Anti-virus Software
•• Update Operating System
• Use Trusted Source to download Apps
• Disable Wi-Fi, Bluetooth when not in use
• Backup your data



• Covers following sent by SMS / Email:
• grossly offensive 

• menacing 

Sending Offensive Messages

menacing 

• false information sent for causing annoyance, inconvenience, danger, 
obstruction, insult, injury, criminal intimidation, enmity, hatred or ill will

• Phishing, Email Spoofing

• BEWAKOOF vs WEBAKOOF



• The punishment for spreading obscene material by email, websites, sms has 
been reduced from 5 years jail to 3 years jail. 

• This covers acts like sending ‘dirty’ jokes and pictures by email or SMS.

Obscene SMS/ Emails
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Social Engineering is an approach or method used to
gain access to information through misrepresentation
or false identity by using various methods few are as
follows

What is Social Engineering ?

follows

 Careless talking is one of the reason for social engineering
 Careless talking about business, the office, home, personal and the people and

discussing with those who not authorized to talk.

 The widely used Social Engineering techniques by attackers
are Phishing, Vishing & Smishing
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A Phishing Email…

48
Images from Anti-Phishing Working Group’s Phishing Archive
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Fake Google Ad
Homographic Attack
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Homograph Characters
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 Instant messaging

 Baiting

 Persuasion 

 Social Networking sites 

Whaling 

Other Social Engineering Methods 

Whaling 

 Shoulder surfing

 Dumpster diving 

 Key Logging



Cont..        
If your Answer is safe If your Answer is  

Unsafe 

hOw MuCH Secure
Are You ??

Think About Security
Awareness



Thank YouThank You


